PHISHING



‘n I l

A fake message
or email trying
to trick you into
sharing personal
data.
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VPN (VIRTUAL
PRIVATE NETWORK)

Co-funded by z
the European Union



‘n I l

A secure
connection that
hides your
online activity
and protects
your privacy.
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FAKE NEWS



‘n I l

False or
misleading
information

shared online to
confuse or
manipulate
people.
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CATFISHING



£

Pretending to be
someone else
online to
deceive others.
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CYBERBULLYING

Co-funded by b 3
the European Union



£

Using the
internet to
harass, insult, or
threaten

someone.
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TROLLING



‘n I l

Posting
offensive
comments
online just to
provoke others.
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DIGITAL
FOOTPRINT



‘n I l

The trail of
information you
leave online
(photos, posts,
data).
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ONLINE HATE
SPEECH



£

Hurtful or
discriminatory

comments /
\ made online. ,
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CONSENT



‘n I l

Permission
given before
sharing
someone’s data
or photo.
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MALWARE



‘n I l

Harmful
software
designed to
damage your
device or steal
information.
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TWO-FACTOR
AUTHENTICATION
(2FA)

Co-funded by b 3
the European Union



‘n I l

A login method
that requires
two steps:
password +
code.
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PASSWORD
MANAGER



£

A tool that
securely stores
and manages
your passwords.
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ENCRYPTION



‘n I l

A process that
scrambles data
to protect it
from
unauthorized
access.
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PRIVACY
SETTINGS



‘n I l

Controls that let
you decide who
can see your
information
online.
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DIGITAL
WELL-BEING



‘n I l

Using
technology in a
balanced way
that supports
mental health.
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PUBLIC WI-FI



‘n I l

Free, open
networks that
can be risky if
used without

protection.
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IDENTITY
THEFT



‘n I l

When someone
steals your
personal
information to
pretend to be
you.
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SPAM

Co-funded by
the European Union



£

Unwanted or
junk emails

\ and messages. /
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SCAM

Co-funded by
the European Union



£

A trick to steal
your money or
personal
details.
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ONLINE
REPUTATION



‘n I l

How others see
you based on
your online
activity.
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COOKIES



‘n I l

Small files
websites store
on your device

to track your
activity.
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ALGORITHM



‘n I l

A digital rule or
formula that
decides what

content you see

online.
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CYBERSECURITY

Co-funded by b 3
the European Union



‘n I l

Protecting
devices, data,
and systems
from digital
attacks.

e-SAFETY WOMEN project | Erasmus+



DIGITAL
LITERACY



£

Knowing how to
use technology
safely and
effectively.
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REPORT
ABUSE



‘n I l

Informing a
platform or
authority about
harmful online
behaviour.
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SCREENSHOT
EVIDENCE



‘n I l

Capturing what
you see on
your screen to
use as proof.
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ONLINE
CONSENT



‘n I l

Agreeing clearly
before sharing
or tagging
others online.
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STRONG
PASSWORD



‘n I l

A password with
letters, numbers,
and symbols
that’s hard to
guess.
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SECURE WEBSITE
(HTTPS://)

Co-funded by b 3
the European Union



‘n I l

A safe website
using encryption
- always check
the padlock
icon.
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DOXXING



‘n I l

Sharing
someone’s
private
information
online without
consent.
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METADATA



£

Hidden
information
attached to your
online content.

e-SAFETY WOMEN project | Erasmus+



SEXTORTION



Threatening to
share your
intimate content
to force you to
comply.
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STALKING



‘n l l

Repeatedly
following,
contacting, or
monitoring
someone ina
way that causes
fear or distress.
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SEXUAL
COERCION



‘n I l

Pressuring or
manipulating
someone into
sexual activity
without true
consent.
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